Wi-Fi, short for "Wireless Fidelity" is a term for certain types of Wireless Local Area Network (WLAN) that uses specifications in the 802.11 family. In general, the wireless technologies are used for the replacement or the expansion of the common wired networks. They possess all the functionality of wired LANs but without the physical constraints of the wire itself. The wireless nature inherently allows easy implementation of broadcast/multicast services. When used with portable computing devices (e.g. notebook computers), wireless LANs are also known as cordless LANs because this term emphasizes the elimination of both power cord and network cable (Tanenbaum (2003)). The first version of IEEE 802.11 provides data rates up to 2 Mbps, while now there is a set of relevant protocols such as ΙΕΕΕ 802.11a, IEEE 802.11b, IEEE 802.11e, IEEE 802.11f, IEEE 802.11g, and IEEE 802.11i. The most popular of these are the 802.11b and the 802.11g that use the frequency of 2.4 GHz and the 802.11a which uses the frequency of 5GHz. Additionally, the 802.11b specification provides a bandwidth rating of 11 Mbps, while 802.11a and 802.11g offer higher performance providing a maximum bandwidth of 54Mbps, almost five times that of 802.11b. Furthermore, the performance of both the 802.11 family decreases as the distance from the antenna increases.
INTRODUCTION
Wi-Fi, short for "Wireless Fidelity" is a term for certain types of Wireless Local Area Network (WLAN) that uses specifications in the 802.11 family. In general, the wireless technologies are used for the replacement or the expansion of the common wired networks. They possess all the functionality of wired LANs but without the physical constraints of the wire itself. The wireless nature inherently allows easy implementation of broadcast/multicast services. When used with portable computing devices (e.g. notebook computers), wireless LANs are also known as cordless LANs because this term emphasizes the elimination of both power cord and network cable (Tanenbaum (2003) ).
Wi-Fi sprang into existence as a result of a decision in 1985 by the Federal
Communications Commission (FCC) to open several bands of the wireless spectrum for use without a government license. To operate in these bands though, devices would be required to use "spread spectrum" technology. This technology spreads a radio signal out over a wide range of frequencies making the signal less susceptible to interference and difficult to intercept. In 1990, a new IEEE committee called 802.11 was set up to look into getting a standard started. It was not until 1997, that this new standard was published (though pre-standard devices were already shipping). Two variants were ratified over the next two years -802.11b which operates in the Industry, Medical and Scientific (ISM) band of 2.4 GHz and 802.11a which operates in the Unlicensed National Information Infrastructure bands of 5.3 GHz and 5.8 GHz.
Wi-Fi's popularity really took off with the growth of high-speed broadband Internet access in the home. It was and remains the easiest way to share a broadband link between several computers spread over a home. The growth of hotspots, free and feebased public access points, have added to Wi-Fi's popularity. The latest variant was 802.11g (WiFi-Forum (2006) ).
The first version of IEEE 802.11 provides data rates up to 2 Mbps, while now there is a set of relevant protocols such as ΙΕΕΕ 802.11a, IEEE 802.11b, IEEE 802.11e, IEEE 802.11f, IEEE 802.11g, and IEEE 802.11i . The most popular of these are the 802.11b and the 802.11g that use the frequency of 2.4 GHz and the 802.11a which uses the frequency of 5GHz. Additionally, the 802.11b specification provides a bandwidth rating of 11 Mbps, while 802.11a and 802.11g offer higher performance providing a maximum bandwidth of 54Mbps, almost five times that of 802.11b. Furthermore, the performance of both the 802.11 family decreases as the distance from the antenna increases.
The 802.11 standard specifies wireless connectivity for fixed, portable and moving clients in a limited geographic area. Specifically, it defines an interface between a wireless client and an access point, as well as among wireless clients. As in any 802 LAN standard such as 802.3 (Ethernet) and 802.5 (Token Ring), the 802.11 standard specifies data rates of at least 1 Mbit/s and defines only the physical (PHY) and medium access control (MAC) layers, which correspond to the first two layers of the Open System Interconnect (OSI) network hierarchy. However, the 802.11 MAC layer also performs functions that are usually associated with higher-layer protocols.
These additional functions allow the 802.11 MAC layer to conceal the unique characteristics of the wireless PHY layer from higher layers. smaller geographic range -at most a few kilometres -and c) the fact that they do not involve leased telecommunication lines. "LAN" usually does not refer to data running over local analog telephone lines, as on a private branch exchange (PBX).
Additionally, in the Wireless LANs (WLANs) there is the opportunity for the wireless transfer of the data. More specifically, as Wikipedia WLAN (2006) mentions, a Wireless LAN or WLAN is a wireless local area network that uses radio waves as its carrier: the last link with the users is wireless, to give a network connection to all users in the surrounding area. Areas may range from a single room to an entire campus. The backbone network usually uses cables, with one or more wireless access points connecting the wireless users to the wired network.
As it has mentioned above, the Wi-Fi is one of the technologies that are used in the WLANs. Therefore, the three most popular protocols of the 802.11 technology have a number of differences that are presented in Table 1 . 
Wi-Fi TECHNOLOGY
Like all IEEE 802 standards, the 802.11 standards focus on the bottom two levels the OSI model, the Physical Layer and Data Link Layer (Figure 1 ). Any LAN application, network operating system, protocol, will run on an 802.11-compliant WLAN as easily as they run over Ethernet (IEEE 802.11 (2006) ).
The 802.11-based networks consist of the following logical units:
• Access Point (AP): The AP functions as a gateway between the wired and the wireless network.
• Distribution System (DS): The distribution system merges the APs of the network and users that are served from different APs are reachable by the entire network.
• Wireless Medium: Many physical layers have been assigned that use microwaves for the transmission of the packets among the APs.
• Stations: The stations that exchange information through the wireless network are mostly mobile devices. 
Wi-Fi NETWORK SECURITY
Much attention has been focused recently on the security aspects of existing 802.11b
wireless LAN systems. This occurs because unlike cables, radio signals are easily exposed and cannot be physically contained. Additionally, the broadcast nature of wireless LANs makes it difficult to protect such LANs from unauthorized access.
Thus, many ways to prevent unauthorized access are applied (Benny (2002)).
Service Set Identifier (SSID)
One commonly used wireless LAN feature is a naming handle called a Service Set
Identifier (SSID) which provides a primitive level of access control. More specifically, before associating with a particular access point (AP), are required to enter the AP's SSID together with password. Unfortunately, the SSID is regularly broadcast by the AP and can easily be detected. Thus, better approaches to the issue of the wireless networks' security has been adopted (TK Tan & Benny Bing (2003)).
Wired Equivalent Privacy (WEP)
WEP is part of the IEEE 802.11 standard ratified in September 1999. It uses the stream cipher RC4 for confidentiality and the CRC-32 checksum for integrity.
Standard 64-bit WEP uses a 40 bit key, to which a 24-bit initialization vector (IV) is concatenated to form the RC4 traffic key. At the time that the original WEP standard was being drafted, US Government export restrictions on cryptographic technology limited the key size. Once the restrictions were lifted, all of the major manufacturers eventually implemented an extended 128-bit WEP protocol using a 104-bit key size.
A 128-bit WEP key is almost always entered by users as a string of 26 Hexadecimal 
FUTURE TRENDS
Yet even with the progress in the wireless technology, what has been missing is a universal wireless technology with the performance to connect consumer electronic multimedia products. To actually deliver on consumer expectations, wireless technologies need to be significantly faster than what is currently available today while at the same time managing to be power efficient during operation (UWB Forum (2006)).
To meet these demands, pioneers in the industry working through the IEEE turned to Ultra-Wideband (UWB) technology. Scalable in performance from 100Mbps to over 2Gbps, certain UWB systems will deliver secure wireless connections between highquality multimedia products that are not susceptible to interference and breaks in performance. The usefulness of UWB will not just end with high-quality multimedia.
It is raw high-speed performance will enable wireless to finally deliver on true device synchronization. Unlike conventional wireless systems, which use narrowband modulated carrier waves to transmit information, UWB transmits over a wide swath of radio spectrum, using a series of very narrow and low-power pulses. The combination of broader spectrum, lower power and pulsed data means that UWB causes significantly less interference than conventional narrowband radio solutions while safely coexisting with other wireless technologies on the market (Intel UWB (2006) 
TERMS AND DEFINITIONS

LAN
A Local Area Network (LAN) is a computer network covering a small local area, like a home, office, or small group of buildings such as a home, office, or college.
IEEE 802
Standards for the interconnection of LAN computer equipment. They deal with the Data Link Layers of the ISO Reference Model for OSI.
Wi-Fi
Abbreviation of Wireless Fidelity, standard technology for wireless access to local networks.
IEEE 802.11
802.11 refers to a family of specifications developed by the IEEE for wireless LAN technology. 802.11 specifies an over-the-air interface between a wireless client and a base station or between two wireless clients.
WEP
Wired-Equivalent Privacy (WEP) protocol was specified in the IEEE 802.11 standard and attempts to provide a wireless LAN (WLAN) with a minimal level of security and privacy comparable to a typical wired LAN. WEP encrypts data transmitted over the WLAN to protect the vulnerable wireless connection between users (clients) and access points (APs).
WPA
WiFi Protected Access (WPA) is a fairly new standard for wireless networks and is more secure than WEP.
Ultra-Wideband (UWB)
Ultra Wideband (UWB) systems transmit signals across a much wider frequency than conventional systems and are usually very difficult to detect.
WiMAX
The Worldwide Interoperability for Microwave Access (WiMAX) is a certification mark for products that pass conformity and interoperability tests for the IEEE 802.16 standards. IEEE 802.16 is working group number 16 of IEEE 802, specialising in point-to-multipoint broadband wireless access.
